
	

MODMED TELEHEALTHTM 

 
PRIVACY POLICY 

 
 
Introduction 
 
Modernizing Medicine, Inc. (“MMI,” “we,” or “us”) owns and operates the modmed TeleHealth mobile 
application (the “Application”). You provide information through the Application, and that information is 
stored by MMI.  
 
We are committed to respecting the privacy of users of the Application, any part thereof, or anything 
associated therewith, including its content (“Content”) and any products or services provided through the 
Application (collectively, the “Service”).  We created this Privacy Policy (“Privacy Policy”) to tell you 
how MMI collects, uses and discloses information in order to provide you with the Service.  As with our 
Terms of Use for the Service (the “Terms of Use”), if we make any changes to our Privacy Policy, we will 
post the revised Privacy Policy and update the “Last Revised” date of the Privacy Policy. 
 
By accessing or using the Service, you acknowledge the practices and policies outlined in this Privacy 
Policy.  If you are using the Service on behalf of an individual other than yourself, you represent that you 
are authorized by such individual to act on such individual’s behalf and that such individual acknowledges 
the practices and policies outlined in this Privacy Policy. 
 
Protected Health Information 
 
MMI is not a “covered entity” under the Health Insurance Portability and Accountability Act of 1996, 
Public Law 104-191, and its related regulations and amendments from time to time (collectively, 
“HIPAA”), however, your healthcare provider (“Provider”) may be a “covered entity” and therefore 
subject to the provisions of HIPAA.   As a result, your Provider may have adopted and provided separately 
to you a HIPAA Notice of Privacy Practices (the “Notice of Privacy Practices”) to describe how your 
Provider uses and discloses your “protected health information” as defined by HIPAA (“PHI”). MMI may 
be a “business associate” of your Provider under HIPAA, and as a result, as and to the extent that MMI is in 
fact a “business associate” of your Provider, MMI’s use and disclosure of your PHI under this Privacy 
Policy will be limited as and to the extent required under HIPAA, related state-specific privacy laws and 
regulations and the business associate agreement, if any, by and between MMI and your Provider.  Any 
information that does not constitute PHI may be used or disclosed in any manner permitted under this 
Privacy Policy.  PHI does not include information that has been de-identified in accordance with HIPAA 
(“De-Identified Health Information”). 
 
Collection of Information 
 
We collect information you provide when you use the Service, including, but not limited to: (1) personally 
identifying information (“PII”) such as your name and contact data such as your e-mail address, phone 
number, and billing and physical addresses; (2) your login and password; (3) demographic data (such as 
your gender, date of birth and zip code); (4) your communications with your Providers; and (5) any 
information you provide when you contact or communicate with us.  We may also collect information from 
you necessary to provide you with services from your Providers, which may include, but is not limited to: 
(a) payment information; (b) insurance information; and (c) health and medical data (such as previous 
doctors or other healthcare providers you visited, your reason for visiting a healthcare provider, date of 
visit, medical history and condition, medications, images or videos and other medical and health 
information you share with us).   
 
In addition to the information we collect directly from you, we may also collect certain information from 
Providers who provide treatment or other services to you in connection with our Service.  This information 
may include, but is not limited to, the Provider’s diagnoses, treatment plans (including prescription details) 
and notes.  We may also receive information from third parties that pay for your care or provide you with 



	

treatment, laboratory care or prescription medication, which may include, for example, your prescription 
history, insurance policy, insurance eligibility and coverage, and laboratory test results.   
 
We or our service providers may automatically collect certain information from the device through which 
you access the Service.  This information may include, but is not limited to, your language preferences, 
your phone number or other unique device identifier (the International Mobile Equipment Identity or the 
Mobile Equipment ID number), the IP address of your device, the manufacturer, model and operating 
system of your device, the name and version of our Service you are using, information regarding your 
browser and information that allows us to personalize our Service.  We or our service providers may also 
collect information about how you interact with our Service and any of our websites to which our Service 
links, such as how many times you use a specific part of our Service, the amount of time you spend using 
our Service, how often you use our Service, actions you take in our Service and how you engage with our 
Service.     
 
We and our service providers may obtain information regarding your location or the location of your device 
through which you access our Service.  Information regarding your location may be obtained directly from 
you when you provide us with information as part of the registration process.  
 
We may store cookies (e.g., locally stored objects) in your computer’s hard drive when you use the Service.  
These devices are used to help us speed up your future activities or to improve your experience by 
remembering the information that you have already provided to us.  Some of our service providers may 
also use cookies to provide us with anonymous data and information regarding your use of the Service.  At 
your option, you may block or delete devices from your hard drive.  However, by disabling such tracking 
devices, you may not have access all features of the Service.  For more about cookies, including links to 
web browser instructions for disabling and managing such tracking devices, visit 
http://www.usa.gov/optout-instructions.shtml. 
 
In addition, we may use Google Analytics. Google Analytics is a web analytics tool that helps operators 
(like Modernizing Medicine) understand how users (like you) engage with their applications.  Google 
Analytics uses cookies to track your interactions with our Service and to collect information about how you 
use the Service. We then use the information to compile reports that help us improve the Service. 
Google Analytics collects, processes and creates reports about website trends without identifying individual 
users. For more information regarding Google Analytics visit “How Google uses data when you use our 
partners' sites or apps” located at www.google.com/policies/privacy/partners/.  
 
   
Use of Information  
 
In connection with providing the Service, we and our affiliates and service providers may use your 
information, subject to the limitations addressed in the Protected Health Information Section above, for a 
number of purposes, including, but not limited to: (a) verifying your identity and administering your user 
account (“Account”), including processing your payments and fulfilling your orders; (b) communicating 
with you about the Service or your use of the Service, and sending you communications on behalf of your 
Providers; (c) providing you customer support and responding to your requests or concerns; (d) facilitating 
the provision of services to you by your Providers; (e) sending you push notifications (notifications may be 
enabled or disabled through your device or app settings depending on your device type); (f) detecting, 
preventing, investigating and responding to fraud, intellectual property infringement, violations of our 
Terms of Use, or other misuse of our Service or a Provider’s services; (g) to provide certain marketing 
communications or promotional materials relating to the Service that may be of interest to you; and (h) any 
other use permitted by applicable law.   
 
We may use information regarding your location or the location of your device through which you access 
the Service for a number of purposes, including, but not limited to confirming you are located in a 
jurisdiction in which the Service is offered and identifying your Provider.  
 



	

We may de-identify your information and use, create, sell and/or commercialize such de-identified 
information, including De-Identified Health Information, for any purpose not prohibited by applicable law. 
 
Disclosure of Information 
 
We may disclose your information to third parties in connection with the provision of our Service or your 
Provider’s provision of services or as otherwise permitted or required by law.  For example, we may 
disclose your information to: (a) our third-party service providers that provide services such as the hosting 
of the Service, data analysis, IT services and infrastructure, customer service, e-mail delivery, auditing and 
other similar services; (b) Providers to schedule and fulfill appointments and provide healthcare services; 
(c) Providers to whom you send messages through our Service; (d) Providers for treatment, payment or 
healthcare operations purposes; (e) third parties as we believe necessary or appropriate to comply with 
applicable laws; and (f) to a third party in the event of any reorganization, merger, sale, joint venture, 
assignment, transfer, liquidation or other disposition of all or any portion of our business, assets or stock 
with such third party.  We may de-identify your information and disclose such de-identified information, 
including De-Identified Health Information, for any purpose not prohibited by applicable law. 
 
Use by Minors 
 
Our Service is intended for use by individuals who are at least 18 years of age or such older age as may be 
required by applicable state laws in the jurisdiction in which an individual utilizes the Service.  However, if 
you are a parent or legal guardian of a minor child, you may, in compliance with the Terms of Use, consent 
to use of our Service by such minor child provided that such minor child is at least 13 years old, or, if such 
minor child is under the age of 13, you may, in compliance with the Terms of Use, use our Service on 
behalf of such minor child. Any information you provide us on behalf of your minor child will be treated in 
accordance with this Privacy Policy.   
 
Jurisdictional Issues 
 
The Service may only be used within the United States of America as set forth in the Terms of Use. 
Accordingly, this Privacy Policy, and our collection, use, and disclosure of your information, is governed 
by U.S. law.   
 
Third Parties 
 
This Privacy Policy does not address or apply to, and we are not responsible for, the privacy, information or 
other practices of any third parties, including, without limitation, Providers, the manufacturer of your 
mobile device, and any other third party mobile application or website to which our Service may contain a 
link.  These third parties may at times gather information from or about you. We do not control and are not 
responsible for the privacy practices of these third parties. We encourage you to review the Notice of 
Privacy Practices of your Provider and the privacy policies of each website and application you visit and 
use. 
 
Miscellaneous 
 
We strive to use reasonable physical, technical and administrative measures to protect information under 
our control. However, you must keep your Account password secure and your Account confidential, and 
you are responsible for any and all use of your Account. If you have reason to believe that the security of 
your Account has been compromised, please notify us immediately in accordance with the “Contacting Us” 
section below.    
 
When using the Service, you may choose not to provide us with certain information, but this may limit the 
features you are able to use or may prevent you from using the Service all together.  You may also choose 
to opt out of receiving certain communications (e.g., newsletters, promotions) by emailing us your 
preference.  Please note that even if you opt out, we may still send you Service-related communications.  
We do not currently respond to web browser “do not track” signals or other mechanisms that provide a 



	

method to opt out of the collection of information across the networks of websites and online services in 
which we participate.  If we do so in the future, we will describe how we do so in this Privacy Policy. You 
may request that we provide you the information we hold about you, update your information, or ask us to 
remove your information, or to correct any inaccuracies in such personal data by sending an email to 
legal@modmed.com with the subject heading “personal information request”.  We will use reasonable 
efforts to deal with your request within a reasonable time. 
 
Residents of the State of California have the right to request from certain businesses with whom the 
California resident has an established business relationship a list of all third parties to which the business, 
during the immediately preceding calendar year, has disclosed certain personally identifiable information 
for direct marketing purposes.  We are only required to respond to a customer request once during any 
calendar year.  To obtain this information, you should send a written request to legal@modmed.com with 
the subject heading “California Privacy Rights.”  In your request, please attest to the fact that you are a 
California resident and provide a current California address for our response.  Please be aware that not all 
information sharing is covered by the California Privacy Rights requirements and only information on 
covered sharing will be included in our response. 
 
Contacting Us 
 
If you have any questions about this Privacy Policy, please contact us by email at legal@modmed.com or 
by regular mail at:  
 
Modernizing Medicine, Inc. 
3600 FAU Boulevard, Suite 202 
Boca Raton, Florida 33431 
Attention: General Counsel 
 
 
Last Revised July 11, 2016 


